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The Microsoft Windows family of operating systems has 

dominated both the personal and business computing world for 

the past three decades. Within organizations, Windows Server 

operating systems support the computing needs of Windows users, 

as well as users of other operating systems, such as Linux and 

macOS. Windows Server 2019, Microsoft’s latest server operating 

system, offers a comprehensive set of services and features aimed 

to increase user productivity and data security in a wide range of 

different environments.

Hands-On Microsoft Windows Server 2019, Third Edition, is the 

perfect resource for learning Windows Server 2019 administration 

from the ground up. You will learn how to deploy Windows 

Server 2019 in a variety of different environments, including 

data center and cloud environments that rely on virtualization 

and containers. Additionally, you will learn how to configure and 

manage server storage, troubleshoot performance issues, as well 

as work with common Windows Server technologies and network 

services, including Active Directory, Certificate Services, DNS, 

DHCP, WSUS, IIS, file sharing, printing, and remote access.

You’ll find a focus on quality throughout with an emphasis 

on preparing you for valuable real-world experiences. Hands-On 

Projects help you practice skills using one of two different lab 

environments suitable for both classroom-based and independent 

learning, and Discovery Exercises allow you to apply these 

skills within real-life environments, as well as explore advanced 

topics. Review questions and key terms are provided to reinforce 

important concepts. Together, these features give you the 

experience and confidence you need to function as a Windows 

Server 2019 administrator and provide a solid foundation for 

pursuing server- and cloud-focused certification.

Intended Audience
Hands-On Microsoft Windows Server 2019, Third Edition, is intended 

for anyone who wants to learn how to configure and support 

Windows Server 2019 systems. It also can be used as a starting 

point in preparing for the Microsoft Azure certification exam 

track. No prior Windows Server experience is required, but some 
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basic experience with Windows client operating systems, such as Windows 7, 8/8.1, or 

10, is helpful. If you are already an experienced Windows Server administrator, this book 

provides a fast way to upgrade your skills to Windows Server 2019.

Module Descriptions
Module 1, “Getting Started with Windows Server 2019,” introduces the features 

and editions of the Windows Server 2019 operating system, as well as the server 

configurations available in an on-premises or cloud environment. This module also 

details the Windows Server 2019 installation process, as well as common post-installation 

configuration tasks.

Module 2, “Configuring Windows Server 2019,” outlines the tools that you can use 

to configure Windows Server 2019, including Server Manager, Windows Admin Center, 

Control Panel, Device Manager, Registry Editor, and Windows PowerShell. Additionally, this 

module introduces the use of PowerShell scripts for automating system configuration tasks.

Module 3, “Implementing Hyper-V and Rapid Server Deployment,” discusses 

the process used to configure and manage Windows Server 2019 virtualization. This 

module also discusses how to rapidly deploy Windows Server 2019 using virtual machine 

templates and WDS.

Module 4, “Introduction to Active Directory and Account Management,” 

details how to install and manage Active Directory in an enterprise environment. This 

module also discusses the procedures used to create and manage Active Directory objects, 

including users, computers, and groups.

Module 5, “Configuring Resource Access,” introduces folder and file attributes, 

permissions, ownership, and auditing, as well as the process used to share folder contents 

to users using SMB and NFS. Additionally, this module discusses how to extend the 

functionality of shared folders using DFS, quotas, and file screens.

Module 6, “Configuring Printing,” details the print process, as well as the procedures 

used to share printers to network users using SMB, and LPD. This module also discusses 

how to manage print jobs and troubleshoot printer problems.

Module 7, “Configuring and Managing Data Storage,” introduces the different data 

storage configurations available within Windows Server 2019, as well as the procedures 

used to create and manage simple and software RAID volumes. Additionally, this module 

discusses the configuration of SAN storage and data deduplication, as well as the tools 

that can be used to optimize, repair, and back up volumes.

Module 8, “Configuring and Managing Network Services,” discusses the procedures 

used to provide name resolution and IP configuration on a Windows network. More 

specifically, this module covers the configuration, management, and troubleshooting of 

DNS, WINS, and DHCP services.
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Module 9, “Configuring and Managing Remote Access Services,” details the 

procedures used to configure remote access using VPNs, DirectAccess, and Remote 

Desktop Services. This module also discusses how RADIUS can be configured to support 

remote access.

Module 10, “Configuring Web Services and Cloud Technologies,” introduces key 

cloud concepts and configurations, including the role of Web servers, Web apps, and 

Linux in a cloud environment. Furthermore, this module covers the configuration of the 

IIS Web server, Windows and Linux containers, and the Windows Subsystem for Linux.

Module 11, “Managing and Securing Windows Networks,” discusses the 

configuration of Group Policy and public key certificates in an enterprise environment. 

This module also discusses the configuration of 802.1X Wireless, WSUS, Windows 

Defender, firewalls, and IPSec.

Module 12, “Monitoring and Troubleshooting Windows Server 2019,” introduces 

the processes and tools used to monitor and troubleshoot Windows Server 2019 systems. 

Additionally, this module discusses common troubleshooting procedures for resolving 

different hardware, software, operating system, performance, and network problems.

Features
To ensure a successful learning experience, this book includes the following pedagogical 

features:

•	 Module objectives—Each module in this book begins with a detailed list of the concepts 

to be mastered within that module. This list provides you with a quick reference to the 

contents of that module as well as a useful study aid.

•	 Illustrations and tables—Numerous illustrations of server screens and components aid 

you in the visualization of common setup steps, theories, and concepts. In addition, 

many tables provide details and comparisons of both practical and theoretical 

information and can be used for a quick review of topics.

•	 End-of-module material—The end of each module includes the following features to 

reinforce the material covered in the module:

❍❍ Summary—A bulleted list is provided that gives a brief but complete summary of 

the module.

❍❍ Key Terms list—This is a list of all new terms. Definitions for each key term can be 

found in the Glossary.

❍❍ Review Questions—A list of review questions tests your knowledge of the most 

important concepts covered in the module.

❍❍ Hands-On Projects—Hands-On Projects help you to apply the knowledge gained in 

the module.

❍❍ Discovery Exercises—These are additional projects that build upon the Hands-On 

Projects, as well as guide you through real-world scenarios and advanced topics.
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New to this Edition
The content within Hands-On Microsoft Windows Server 2019, Third Edition, has been 

completely revamped from the previous editions to provide several new features and 

approaches:

•	 Topics have been reorganized and rewritten to provide a more concise and logical 

flow.

•	 Additional focus is placed on new and emerging technologies within Windows 

Server, such as virtualization, containers, enterprise storage, cloud, and 

security.

•	 Inline Activities within each module have been replaced by comprehensive 

Hands-On Projects designed to work better within a classroom or home 

environment.

•	 Two different lab environments are made available in Module 1 that allow students 

to perform Hands-On Projects within a classroom or home environment using 

Windows Server 2019 running natively, or within a Hyper-V virtual machine on 

Windows 10.

•	 Discovery Exercises have been added to the end of each module to provide 

additional ways to explore and reinforce key concepts and real-world application.

•	 Windows PowerShell and server virtualization have been integrated into topics 

throughout the book.

•	 A new module has been added to discuss cloud technologies.

Text and Graphic Conventions
Wherever appropriate, additional information and exercises have been added to this book 

to help you better understand what is being discussed in the module. Special headings 

throughout the text alert you to additional materials:

Note

The Note heading is used to present additional helpful material related to the subject being 
described.

Hands-On Project

The Hands-On Project heading indicates that the projects following it give you a chance to 
practice the skills you learned in the module and acquire hands-on experience.
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MindTap
MindTap activities for Hands-On Microsoft Windows Server 2019, Third Edition, are designed to 

help you master the skills you need in today’s workforce. Research shows that employers 

need critical thinkers, troubleshooters, and creative problem-solvers to stay relevant 

in this fast-paced, technology-driven world. MindTap helps you achieve this goal with 

assignments and activities that provide hands-on practice and real-life relevance. You are 

guided through assignments that help you master basic knowledge and understanding 

before moving on to more challenging problems.

All MindTap activities and assignments are tied to defined learning objectives. Readings 

support the course objectives, while Networking for Life assignments allow you to explore 

industry-related news and events. Reflection activities encourage self-reflection and open 

sharing with your classmates to help improve your retention and understanding of the material.

Labs provide hands-on practice and give you an opportunity to troubleshoot, explore, 

and try different solutions using the Windows Server 2019 operating system.

Use the interactive Flashcards and PowerPoint slides in each module to help you 

study for exams. Measure how well you have mastered the material by taking the Review 

Quizzes and Think Critically Quizzes offered with each module. The Post-Assessment 

Quiz helps you assess all that you have learned throughout the course, see where you 

gained deeper knowledge, and identify the skills where you need additional practice!

Instructors can use the content and learning path as they are, or choose how these 

materials wrap around their own resources. MindTap supplies the analytics and reporting 

to easily see where the class stands in terms of progress, engagement, and completion 

rates. To learn more about shaping what students see and scheduling when they see it, 

instructors can go to www.cengage.com/mindtap/.

Instructor Resources
Everything you need for your course in one place! This collection of class tools is available 

online via www.cengage.com/login. Access and download PowerPoint presentations, images, 

the Instructor’s Manual, and more. An instructor login is required.

•	 Instructor’s Manual—The Instructor’s Manual that accompanies this book includes 

additional instructional material to assist in class preparation, including items 

such as overviews, module objectives, teaching tips, quick quizzes, class discussion 

topics, additional projects, additional resources, and key terms. 

Discovery Exercise

The Discovery Exercise heading indicates that the projects following it provide additional ways 
to explore and reinforce key concepts and real-world application.
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•	 Test bank—Cengage Testing Powered by Cognero is a flexible, online system that 

allows you to do the following:

❍❍ Author, edit, and manage test bank content from multiple Cengage solutions.

❍❍ Create multiple test versions in an instant.

❍❍ Deliver tests from your LMS, your classroom, or wherever you want.

•	 PowerPoint presentations—This book provides PowerPoint slides to accompany each 

module. Slides can be used to guide classroom presentations, to make available 

to students for module review, or to print as classroom handouts. Files are also 

supplied for every figure in the book. Instructors can use these files to customize 

PowerPoint slides, illustrate quizzes, or create handouts.

•	 Solutions—Solutions to all end-of-module review questions and projects are 

available.

•	 Sample Syllabus—A sample syllabus is provided to help you plan what objectives 

you will cover in your course and how you will give your students a sense of what 

the course will be like, including your criteria for grading and evaluation. 

•	 MindTap Educator’s Guide—This guide helps you navigate the unique activities that 

are included in the MindTap, which will better enable you to include the exercises 

in your curriculum. 

•	 Transition Guide—This guide will help you navigate what has changed from the 

second edition of this book to the third edition of the book and highlight any new 

materials that are covered in each module. 

Author Biography
Jason W. Eckert is an experienced technical trainer, consultant, and best-selling author in 

the Information Technology (IT) industry. With 45 industry certifications, over 30 years 

of IT experience, 4 published apps, and 25 published textbooks covering topics such 

as UNIX, Linux, Security, Windows Server, Microsoft Exchange Server, PowerShell, 

BlackBerry Enterprise Server, and Video Game Development, Mr. Eckert brings his 

expertise to every class that he teaches at triOS College, and to his role as the Dean of 

Technology. For more information about Mr. Eckert, visit jasoneckert.net.
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Computer and Lab Setup Guide
The following is the minimum requirement for the Hands-On Projects at the end of each 

module:

•	 A 64-bit computer with a recent-generation processor that supports virtualization 

extensions (Intel VT/AMD-V + SLAT)

•	 16 GB of memory

•	 500GB hard disk or SSD storage (SSD strongly recommended)

•	 A DVD or USB flash drive that contains bootable installation media for Windows 

Server 2019 Datacenter Edition

•	 A network that provides Internet access
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1

MODULE 1

GETTING STARTED WITH 
WINDOWS SERVER 2019
After completing this module, you will be able to:

Summarize the different ways that Windows Server 2019 can be used 

within an on-premises or cloud environment

Explain the purpose and function of Windows virtual machines and 

containers

Outline the key features of Windows Server 2019

Identify the differences between Windows Server 2019 editions

Discuss the considerations necessary to plan for a Windows Server 2019 

installation

Describe the concepts and processes used to perform a Windows Server 

2019 installation

Outline common post-installation configuration tasks for Windows 

Server 2019

Identify the different virtualization configurations that can be used to 

explore Windows Server 2019 within an IT lab environment

Microsoft Windows Server systems serve a critical role in nearly all organizations 
today, from small businesses to large, multinational corporations. Windows Server 2019, 

Microsoft’s newest server platform, offers even more roles for servers, better security, 

easier server management, new desktop features, and more reliable computing than its 

predecessors.

This book is intended to give you a solid grounding in how to install, administer, 

and support Windows Server 2019 in a wide variety of different environments. In this 

module, you learn the different ways that Windows Server can be implemented within 
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an organization, in addition to the key features and editions of Windows Server 2019. 

Additionally, you’ll learn how to plan for and install Windows Server 2019, as well as 

perform post-installation configuration tasks.

Note

Many of the Windows Server 2019 features and supporting topics introduced within this 
module are properly covered in more depth throughout this book. They are introduced within 
this module so that you can select the correct Windows Server 2019 edition and installation 
features to support your environment.

Note

Servers that are located within organizations are referred to as on-premises servers. Today, 
many servers exist within data centers outside the organization and are accessed via the 
Internet. These servers are referred to as cloud servers and the collective of servers publicly 
available on the Internet is referred to as the cloud.

Using Windows Server 2019 within an Organization
Since the introduction of the IBM PC in 1981, Microsoft operating systems have been 

at the forefront of personal and business computing. By 1990, over three quarters of all 

personal computers (PCs) ran the Microsoft MS-DOS or Windows operating system on 

IBM-compatible hardware, and the term PC became synonymous with Microsoft.

During the rise of computer networks and the Internet in the 1990s, most 

organizations started using PCs to connect to other computers across a computer 

network to obtain access to shared resources such as files, databases, and printers. The 

PC connecting to the shared resource was called the client, and the computer sharing 

the resource was called the server. While any operating system can function as a server 

if it shares resources with other computers, specialized operating systems geared toward 

resource sharing on the network also became common during the 1990s. Microsoft 

released their Windows NT Server operating system in 1993 and it quickly became the 

standard server operating system that client PCs connected to within organizations. By 

2000, Windows NT Server was renamed “Windows Server,” with new versions released 

every three to five years. In 2018, Windows Server operating systems were installed on 

over 80% of all servers located within organizations worldwide.

Server hardware has a different form factor compared to desktop PCs. Nearly all 

servers within an organization are housed within a rackmount case that is mounted 

alongside other servers on a vertical server storage rack. Consequently, we call these 

servers rackmount servers.
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Each rackmount server in the rack may contain a different operating system (or 

multiple operating systems if virtualization software is used) and will connect to a shared 

monitor/keyboard/mouse. This shared monitor/keyboard/mouse often folds away 

into the rack for storage and is necessary for initial configuration tasks such as server 

installation. All other server administration is normally performed remotely from a PC 

running remote administration tools.

Most racks also contain one or more storage area network (SAN) devices, which 

provide a large amount of hard disk or solid state disk (SSD) storage for the servers 

within the rack, as well as one or more uninterruptible power supply (UPS) devices, 

which provide backup battery power to servers and SANs within the rack in the event of 

a power loss.

The minimum height of a rackmount server is 1.75 inches. Servers of this size are 

called 1U servers. (The letter “U” is short for unit.) Most 1U servers have up to two hard 

drives (or SSDs) and up to two processors. Other rackmount servers take up more than 

one spot on the rack and have a height that is a multiple of a 1U server. For example, 

a 2U server is twice as high as a 1U server and often contains up to four processors and 

eight hard disks (or SSDs). Rackmount servers rarely exceed 4U, but SAN devices are 

often 4U or more.

Figure 1-1 shows a sample server rack configuration that hosts three 1U servers (Web 

server, file server, and firewall server), two 2U servers (database server and email server), 

a 2U UPS, a 4U SAN, and a management station with a shared monitor/keyboard/mouse.

Note

A single rackmount server may contain multiple smaller, modular servers. In this case, the 
modular servers are called blade servers.

Understanding Windows Server Virtualization
Virtualization is the process of running more than one operating system at the same 

time on a single computer. It has been used in various capacities since the dawn of 

computing in the 1960s. To implement virtualization, you must use software that allows 

the hardware to host multiple operating systems. This software, called a hypervisor, 

serves to handle simultaneous requests for underlying hardware efficiently. Type 2 
hypervisors are designed to run on top of an existing workstation operating system 

Note

If Non-Volatile Memory Express (NVMe) SSDs are used, then the number of SSDs within a 
rackmount server or SAN may be substantially higher due to the small physical size of NVMe 
devices.
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(referred to as the host operating system). All additional operating systems (called 

guest operating systems or virtual machines) must access the hardware through both 

the hypervisor and underlying host operating system. Type 2 hypervisors are common 

today for software testing and development. For example, a software developer can test 

a specific application or Web app on a variety of operating systems without requiring 

separate computers. Many college technology courses today also take advantage of Type 2 

hypervisors to run multiple operating systems within a classroom or lab environment.

Figure 1-1 A sample server rack

Web server

File server

Firewall server

Database server

Email server

UPS

SAN

Management station (shared
monitor/keyboard/mouse)

Rack

Note

Common Type 2 hypervisors include VMWare Workstation, Oracle VirtualBox, and Parallels 
Workstation.

By the mid-2000s, a typical server closet or data center contained many individual 

rackmount servers. To maintain security and stability, each rackmount server contained a 

single (or small number of) separate server software applications. One rackmount server 
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might host Web server software, while another might host file sharing services, and so on. 

Unfortunately, most of these server software applications only used a small fraction of the 

actual rackmount server hardware, and supplying power and cooling to the large number 

of rackmount servers was expensive. To solve these problems, many IT administrators 

turned to server virtualization, but with a Type 1 hypervisor to ensure that each virtual 

machine runs as efficiently as possible. A Type 1 hypervisor interacts with the hardware 

directly, and contains a small operating system to manage the hypervisor configuration and 

virtual machines. Figure 1-2 shows the difference between Type 1 and Type 2 hypervisors.

Note

Microsoft Hyper-V is a Type 1 hypervisor. Other common Type 1 hypervisors used today 
include VMWare ESX/ESXi and Linux KVM.

Figure 1-2 Comparing Type 1 and Type 2 hypervisors

Regardless of the hypervisor used, all virtual machines store their configuration 

within a small configuration file specific to the hypervisor. Meanwhile, they store the 

actual operating system data for the virtual machine in a virtual hard disk file. When 

Note

Hyper-V is available on Windows Server 2012 and later, as well as on Windows 8 and later 
(Professional and Enterprise editions).

Note

Nearly all hypervisors today require that your processor supports hypervisor acceleration; 
this feature is referred to as Intel VT (for Intel) or AMD-V (for AMD). Most hypervisors, 
including Hyper-V, also require that your processor supports Second Level Address 
Translation (SLAT) extensions.
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you create a virtual machine, you must choose the size of this virtual hard disk file. You 

must also choose between allocating a fixed space for the virtual hard disk file when it is 

created (called thick provisioning) or dynamically allocating space as the virtual machine 

needs it (called thin provisioning). For example, if you create a 250 GB fixed-sized 

virtual disk, then 250 GB is reserved on the storage device immediately. Thin provisioning 

creates a small virtual disk file that grows up to 250 GB as the virtual machine stores 

more data. Thin provisioning is often preferred for server virtualization as it conserves 

space on the underlying server storage hardware.

Note

Hyper-V virtual hard disk files have a .vhdx extension, VMWare virtual hard disk files have a 
.vmdk extension, Oracle VirtualBox virtual hard disks have a .vdi extension, and KVM virtual 
hard disks have either a .qcow2 extension or omit the extension altogether.

Note

Microsoft supports a wide range of operating systems for installation within Hyper-V virtual 
machines, including Windows 7 and later, Windows Server 2008 and later, Linux, and FreeBSD 
UNIX. Additionally, Hyper-V can emulate slower, legacy hardware for older operating systems 
(called a Generation 1 virtual machine) instead of modern hardware for newer operating 
systems (called a Generation 2 virtual machine).

Note

Hyper-V also supports virtual machine checkpoints (often called snapshots in other 
hypervisors). If you take a checkpoint of a virtual machine, it creates a second virtual hard 
disk file that stores any changes to the operating system after the time the checkpoint was 
taken. This is useful before testing a risky software configuration; if the software configuration 
fails, the checkpoint can be used to roll back the operating system to the state in which it was 
before the software configuration was applied.

Most on-premises and cloud operating systems today are virtual machines, and 

the virtual hard disk files that contain each virtual machine operating system are often 

hosted on a SAN within the organization or cloud data center. This configuration reduces 

the number of storage devices needed within the rackmount servers on the rack, which 

in turn reduces the space needed to host the server hardware. Consequently, most 

servers today that run a hypervisor and virtual machines are 1U, allowing the rack to 
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Figure 1-3 A sample server rack that utilizes virtual machines

Hyper-V hosting three virtual machines
(web server, file server, firewall server)

Hyper-V hosting two virtual machines
(database server, email server)

UPS

SAN

Management station (shared
monitor/keyboard/mouse)

Rack

accommodate more rackmount servers in the same space. For example, virtualization 

could be used to consolidate the five sample server operating systems shown in Figure 1-1 

into two 1U servers running Hyper-V and five virtual machines, as shown in Figure 1-3.

Unlike most other hypervisors today, Hyper-V allows you to run other virtual machines 

within an existing virtual machine. This feature, called nested virtualization, is shown in 

Figure 1-4. For nested virtualization to work, both management operating systems illustrated 

in Figure 1-4 must run either Windows 10, Windows Server 2016, or Windows Server 2019.

Nested virtualization gives cloud data centers the ability to implement a more complex 

virtualization structure that suits their needs. Additionally, nested virtualization gives 

software developers and IT administrators the ability to implement a complex virtualization 

structure on their Windows 10 PCs for learning and testing purposes. For example, you can 

install a Windows Server 2019 Hyper-V virtual machine on a Windows 10 PC, and then 

install additional Hyper-V virtual machines within the Windows Server 2019 virtual machine.

Nested virtualization must be enabled in the underlying Hyper-V using a Windows 

PowerShell command (Windows PowerShell is discussed in the next section).  

For example, to ensure that the virtual machine named VM1 can install and use Hyper-V 
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to create additional virtual machines, you can power off VM1 and run the following 

command within Windows PowerShell on the management operating system:

Set-VMProcessor -VMName VM1 -ExposeVirtualizationExtensions $true

After you power on VM1, you will be able to install and configure Hyper-V on VM1 

to host additional virtual machines. To ensure that virtual machines created by VM1 

can access the network connected to the underlying Hyper-V hypervisor (to access the 

Internet, for example), you also need to run the following command within Windows 

PowerShell on the management operating system to allow MAC address spoofing:

Get-VMNetworkAdapter -VMName VM1 | Set-VMNetworkAdapter 
-MacAddressSpoofing On

Understanding Windows Containers
Although virtualization makes more efficient use of server hardware, each virtual 

machine running on a hypervisor is a complete operating system that must be managed 

and secured like any other operating system running exclusively on server hardware.

Unlike virtual machines, containers do not have a complete operating system. 

Instead, a container is a subset of an operating system composed of one or more Web  

apps and the supporting operating system files needed by those Web apps only. As 

a result, containers must be run on an existing operating system that has container 

software installed, as shown in Figure 1-5.

Figure 1-5 Using containers to run 
multiple Web apps

Figure 1-4 Nested virtualization using Hyper-V

Module 1  Getting Started with Windows Server 20198

Copyright 2021 Cengage Learning. All Rights Reserved. May not be copied, scanned, or duplicated, in whole or in part. Due to electronic rights, some third party content may be suppressed from the eBook and/or eChapter(s).
Editorial review has deemed that any suppressed content does not materially affect the overall learning experience. Cengage Learning reserves the right to remove additional content at any time if subsequent rights restrictions require it.



When you run a container, the enclosed Web apps are executed in a way that is 

isolated from Web apps running within other containers and the underlying operating 

system; this type of execution is often called sandboxing. To allow each Web app to 

be uniquely identified on the network, each container functions as a virtual operating 

system with a unique name and IP address.

Although separate virtual machines could instead be used to run Web apps on the same 

computer in an isolated fashion, containers are much smaller and use far fewer underlying 

system resources as a result. This makes containers well-suited for cloud environments, 

where resource efficiency and scalability are important for controlling data center costs.

Say, for example, that you create an IoT device that can be controlled remotely from 

a Web app running on a cloud server, and that you plan on selling thousands of these 

devices to customers. In this case, you don’t need to create a large, complex Web app that 

is designed to connect to thousands of devices simultaneously, and that is hosted within a 

large virtual machine on a cloud server. Instead, you can create a small, simple Web app 

that can connect to a single device, and run that Web app within a container that can be 

run thousands of times on a cloud server. When a customer connects to their device, a 

new container is run on the cloud server to start a unique copy of the Web app for that 

customer’s device. Similarly, when a customer disconnects from their device, the cloud 

server stops running the customer’s container to free up system resources.

The most common container software used to implement containers on operating 

systems today is Docker, and the underlying component within Windows Server 2016 

and later that allows you to install and use Docker is called Windows Containers.

Note

Docker is also available for many non-Windows operating systems, including Linux, UNIX, and 
macOS.

The core component of an operating system that executes all other components  

of the operating system is called the kernel. Containers do not contain a kernel,  

and thus must rely on the kernel in the underlying operating system to execute  

Web apps that they host. This means that the three Web apps shown in Figure 1-5  

must be written for the Windows operating system and run within a Windows container 

if they are to use an underlying Windows operating system kernel for execution. It also 

means that the underlying operating system kernel is a single point of failure; too many 

containers on a single underlying operating system may slow down the performance 

of the kernel or cause it to crash. Furthermore, one container could potentially access 

another container running on the same underlying kernel if a security loophole were 

exploited.

To solve these problems, Hyper-V can be used alongside containers to provide a separate 

copy of the underlying kernel to each container. These Hyper-V containers use the 
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